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XYZMobileSecurityPolicy

TheXYZcompanyallowstheuseofmobiledevicessuchassmartphonesandtablets

astheyimportanttoolswhichcanbeusedtoachieveandaidthecompany’sbusiness

goals.

Althoughtheuseofmobilephonesisallowediftheappropriatemeasuresarenottaken

thesedevicescanbeeasilyexploitedbyhackerswhichcanraisesasignificantriskto

thecompany’sdatasecurity.Ifthenecessaryandappropriatesecurityproceduresand

measuresarenottakenthecompany’sinfrastructurewillbebecomecompromised.

Thisunauthorizedaccessmayleadtodataloss,poordataintegrity,system infection

andarrayofthreatsthatmayarisefrom thisaccess.

Hence,thecompanyhastosafeguarditsassets;customers,intellectualpropertyand

reputation.Thisdocumentwilloutlinethepracticesallemployeesshouldabidebyto

ensurethesafeuseofmobiledevicesandtheirapplications.

Scope

 Allmobiledevices;employeeownedorcompanyissuedaregovernedbythis

securitypolicy.Thispolicyaffectsmobiledevicesaloneanddoesnotcover



companylaptops;seeXYZlaptopsecuritypolicy.

 Applicationsonpersonaldevicesthathaveaccesstothecompany’sdata

infrastructure,personalnetwork,cloudservicesarealsosubjecttothispolicy.

 Exemptions:Ordinarilynodeviceoremployeeisexempted;fortheretobean

exemptiontothispolicythecostofimplementationwouldbetoohighforthe

companyandariskanalysisneedstobecarriedoutbythecompany’ssecurity

experts.

Policy

TechnicalRequirements

 Devicesmuststoreallusersavedpasswordinanencryptedpassword

safe.

 OnlydevicesmanagedbytheITdepartmenthasaccesstointernal

networkofthecompany.

 AllusercredentialsandpasswordsmustcomplywiththecompanyXYZ

passwordpolicyandmustbedifferentwithothercredentialsusedwithin

thecompany.

 Allmobiledevicesmustusedeviceencryptionbeforeaccessingcorporate

emails.



UserRequirements

 Usersmustimmediatelyreportalllostorstolendevicestothecompany’s

ITdepartment.

 Usersareallowedtoonlyloadcorporatedatatotheirmobiledevice(s)

necessarytotheirroles.

 Devicesmustbekeptuptodatewithmanufacturerornetworkprovided

patches.Asaminimum patchshouldbecheckedforweeklyandapplied

atleastonceamonth.

 Usersmusthaveseparateemailsforpersonalandworkpurposesand

mustbecautiousofmergingthetwo.

 Theuserisresponsibleforthebackupofpersonaldataandthecompany

isnotresponsiblefordatalosstodevicesbeingwipedbecauseofsecurity

reasons.

 Usersmustnotusecorporateworkstationsforbackuporsynchronization

ofpersonaldata.

 Theaboverequirementswillbecheckedregularlyandshouldadevicebe

noncompliantthatmayresultinthelossofaccesstoemail,adevicelock,

orinparticularlyseverecases,adevicewipe.



ScenarioswhereITdepartmenttakesaction;devicewipe(fullorpartial)and

otheractivity

 Lossorstolendevice.

 Adeviceisrootedorjailbroken.

 Anapplicationonthedevicemaybeasecurityriskorvulnerability.

 Theuserexceedsthemaximum failedpasswordattempts.



IndustrialEspionageScenario

CompanyXYZisanelectricautomobilecarcompany.AsasecurityexpertIwashiredby

theirsecuritydepartmenttogainunauthorizedaccessintotheirsystemswhich

containsconfidentialinformationregardingtheirmanufacturingspecifications,designs,

blueprints,proceduresandtestingdocumentation.Thetasksgivenallfallunderthe

dataassetsofthecompany.

Thefirststeptobecarriedoutisreconnaissancewhichinvolvesdatainfrastructure

analysiswhichinvolvestheunderstandingofthecompany’snetworkandsystems

architecture.Thegoalofreconnaissanceistoidentifytheweakpointofthetarget,any

informationgatheredaboutthetargetmaybethecrucialpieceneededtorevealthe

criticalweaknessinthedefenseofthetarget.Thisreconnaissanceissimilartothatof

themilitary.Inthisphaseoftheattack,timewillbespentobservingandprobingthe

target’scomputersystemsandnetworkstofindtheirweakness.Anyweaknessesfound

mayleadtothesuccessfulinfiltration.

Sommeofthecriticalinformationwhichmustbeobtainedinthisphasearelisted

below:

1.Networkinformation:

a.IPaddresses

b.Subnetmasks

c.NetworkTopology

d.Domainnames



2.SecurityPolicies:

a.Firewalls

b.Passwordcomplexityrequirements

c.Expired/disableaccountretention

d.Physicalsecurity

3.HumanInformation:

a.Vulnerableindividuals

b.Frequenthangouts

c.Computerknowledge.

4.HostInformation:

a.Hardware

b.Architecturetype

c.Operatingsystem familyandversion

NowIstartthisreconnaissancebyfootprinting,whichistheactofminimally

interactingwiththetargetsnetworkwithoutraisingflagsinthelogs.Iwouldfirststart

withthepublicsiteinsuchawayIcanestablishaTCPconnectionwithoutalertingthe

adminsoftheintrusion.Socialengineeringcanalsobecombinedtogaininformationon

thestaffwithsocialmediastalking,actualstalkingathangouts,findingtheright

incentiveforapotentialinsidemanorotheropportunisticstaff.Networkinformation

canalsobeobtainedfreelyviapublicrecordsonline.EveryIPaddressandDomain



Namemustberegisteredinapublicdatabase.Asaresult,afewqueriestotheright

placeswillprovidethetargetdomain'sIPaddressrange,DNSservers.

Thenextstepwillbetheinfiltration;wherethegoalistogainremotecontrolofthe

targetsnetwork.Acomputerprogram wasdevelopedtotakeadvantageoftarget

weaknessandgrantmeremoteaccesstoasanadministratoronahostsystem.Upon

gainingremoteaccess,copiesoftherequireddocumentsweredownloadedoverata

timesoasnotraiseaflag.

Finally,toconcludetheobjectivenotracemustbeleftofthetrespass.Thisis

somewhatdifficultbecausecomputerskeeprecordsofeverylogon,logoff,startup,

shutdown,networkconnection,program execution,anderrorreceived.Erasingalltrace

ofanintrusionisnearlyimpossible,whichiswhythemaskingtheoriginoftheattack

wasdoneanddivertingtheattentionoftheintendedtargetwithafalseonewasdoneto

delaytheeffortsthatmaybecarriedoutintheinvestigationofthebreachofsecurityas

wellleavingabackdoorintothesystem forfutureattacks.

Now,afterreportingbacktomyemployersabouthowIpenetratedtheirsecurityandthe

pitfallsintheirsystems,Irecommendsomewaystodetectandpreventsimilarattacks:

1.Aneffectivesecuritypolicy:Allsecurityrulesshouldbeformalizedinaclearly

writtensecuritypolicy.Thispolicyshouldincluderulesprohibitingpassword

sharingandemployeesbringingtheirowndevicestowork,amongotherthings.

Makesurealltheemployeesareawareofit,startingwithuppermanagement.

2.Anefficientdataaccesspolicy:Thecompanyshouldfollowtheprincipleofleast

privilegeandprohibitaccesstoalldataunlessnecessary.Thisprinciplemeansthat



accessisgrantedtoonlytoemployeeswhoreallyneedinformation.If

unauthorizedemployeesoccasionallyneedtoworkwithconfidentialinformation,

theycandoitunderthesupervisionofauthorizedstaff.Bylimitingthenumberof

peoplewithaccesstocriticaldata,itstronglylimitstherisksofcompetitors

obtainingthisdata.

3. Educationofemployees:Thebestwaytopreventemployeesfrom inadvertently

helpingtheenemyistoeducatethem.Tellthem aboutpotentialthreatsthe

companyfaces. Makeemployeesawareoftheroletheyplayinthesecurityof

theorganization.Teachthem aboutsimplesecuritypracticestouseintheirdaily

workflow.Thishelpsprotectthestafffrom socialengineeringandwillprevent

simplesecuritymistakes.

4.MonitorEmployeeActivity:Thismakesallemployees’actionsfullyvisibleand

allowsthecompanytodetectdatatheftandtakemeasuresinatimelymanner.

Incaseanincidenthappens,therecordswillaidtheinvestigation.Moreover,

monitoringemployeescandeteropportunisticemployeesfrom stealingdata,as

theyknowtheiractionsarerecorded.

5.Responsetothreatsinrealtime:Aprocessshouldbecreatedthatusesanalytics

todetectanyunusualbehavior,thiswouldpreventdatabreaches.Anyalert

system shouldalsobeinplacetomonitorandraiseflagsforthesecurityteam to

takeaction,tocomplimentthisanautomatedincidentresponsesystem should

beongroundtoprotectdataintheeventofanattackbytracingtheorigin,

terminationofanapplicationprocess,blockingaccessoranyothermeansof

counterbeforethearrivalofthesecurityteam.





3a)

3HAMLETS=3rdletter=M

1ORACLE=1stletter=O

9MESSENGERS=9thletter=R

1SHELL=1stletter=S

4RODENTS=4thletter=E

1CALABASH=1stletter=C

3PROPHECIES=3rdletter=O

1DESTINY=1stletter=D

6COWRIES =6thletter=E

Answer:MORSECODE

3b)

SINGTHATRAPFALL=THINGSFALLAPART

4)key=5,TSJSFRHGTJQTNZS=15words

ColumnTranspositionCipherTherefore:15/5=3rows

Placealongeachcolumn



ABCDE

tshjn

sfgqz

jrtts

After:tshjnsfgqzjrtts

Caesarsubstitutionkey=5

t=20th–5=15thletter=o

s=19th–5=14thletter=n

h=8th–5=3rdletter=c

j=10th–5=5thletter=e

n=14th–5=9thletter=i

s=19th–5=14thletter=n

f=6th–5=1stletter=a

g=7th–5=2ndletter=b

q=17th–5=12thletter=l

z=26th–5=21stletter=u

j=10th–5=5thletter=e

r=18th–5=13thletter=m



t=20th–5=15thletter=o

t=20th–5=15thletter=o

s=19th–5=14thletter=n

Answer:onceinabluemoon;onceinabluemoon.


